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A host of emerging technologies, such as Web services, use XML extensively for
data exchange. As a result, the security of XML, while in transit as well as when in
storage, assumes very high importance. This series explores the technologies that
help make XML secure. Part 1 covered the basic plumbing technologies required
for XML security. This article builds on that base, covering the core technologies
required for XML security -- XML encryption and XML signature. It also goes
through the step-by-step process of using these technologies to secure an XML A o
message.
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A number of existing encryption techniques, such as Secure Sockets Layer (SSL), can s
encrypt an XML document just like any other document, so why is another encryption
standard needed? Here, I'll start by exploring the objectives and motivations for coming up with yet another encryption
standard -- XML encryption.

XML encryption

The primary objectives of XML encryption are:

. Support the encryption of any arbitrary digital content, including XML documents

. Ensure that the encrypted data, whether it's in transit or in storage, cannot be accessed by unauthorized persons

. Maintain the security of the data even beyond one message hop -- meaning, the security of the data is persisted not
only when the data is being transferred (which is what SSL guarantees), but also when the data is at rest at a
particular node

. Represent the encrypted data in XML form

. Make it possible for portions of the XML to be selectively encrypted

Compare this with what SSL over HTTP (also known as HTTPS) has to offer. Using SSL over HTTP, the entire message gets
encrypted; the whole message is then decrypted at the first destination and is open for snooping before it is encrypted again
as a whole for the second hop. The encryption offered by SSL over HTTP only exists for the duration of transit and is not
persistent.

XML encryption overview
One of the defined objectives clearly states that encrypted XML data should be represented in XML form. In the resulting XML,

two important elements are worth understanding: <Encr ypt edDat a> and <Encr ypt edKey>. <Encr ypt edDat a> contains all of
the encrypted content other than the encryption key. When the key is encrypted, the resulting content is placed inside the
<Encr ypt edKey> element.

In addition to the encrypted content, XML encryption allows you to specify the algorithm used for encryption or the encryption
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key used as part of the two elements discussed above. This means you don't have to keep track of them separately for later
reference, or send them to the receiving parties through some other transport mechanism.

Note: XML encryption does not define any new algorithms, but instead uses existing ones.

The XML encryption process
In this section, | start with a normal snippet of XML and go through various stages of encrypting it as per the XML Encryption
standard (see Resources). I'll start with the XML shown in Listing 1.

Listing 1. Sample XML

<?xm version="1.0"?>
<Pur chaseOr der Request >
<Or der >
<l temr
<Code>Scr ew001</ Code>
<Description>Screw wi th half centineter thread</Description>
</ltem
<Quantity>2</Quantity>
</ Order >
<Paynent >
<Credi t Car d>
<Type>Mast er Car d</ Type>
<Nunber >1234567891234567</ Nunber >
<Expi r yDat e>20050501</ Expi r yDat e>
</ Credit Card>
<Pur chaseAnmount >
<Anpunt >30000</ Anount >
<Currency>l NR</ Currency>
<Exponent >- 3</ Exponent >
</ Pur chaseAnount >
</ Paynent >
</ Pur chaseOr der Request >

Listing 2 demonstrates how part of the XML in Listing 1 can be encrypted. Each step in the encryption process is explained
after the listing.

Listing 2. XML encryption

// Get the DOM docunent object for the XML that you

/1 want to encrypt.

/1 get Docunent nethod that takes XM. file name as input

// and returns DOM docunent provided in Listing 3 (Step 1)
Docunment doc = Xml Uil . get Docunment (xm Fi | eNane) ;

String xpath "/ Pur chaseOr der Request / Paynment " ;

/] Step 2. Cet the shared secret. This key is used to encrypt the
/1 XML content
Key dat aEncrypti onKey = getKey();
/1 Algorithmtype used to generate shared secret
/1 i.e. content encryption key
Al gori t hnType dataEncrypti onAl goType = Al gorithnilype. TRl PLEDES;
I/l Get the key pair. You are interested in the public key
// as that is the one you will use for encrypting the
/1 XML content
KeyPai r keyPair = getKeyPair();
/] Step 3. Cet the public key of the key pair
Key keyEncryptionKey = keyPair.getPublic();
/1 A gorithmtype used to generate the public
/1l private key pair
Al gorithnType keyEncrypti onAl goType = Al gorithniType. RSA1_5;

Keyl nfo keylnfo = new Keylnfo();

/] Step 4
try {
Encryptor enc =
new Encryptor (
doc,
dat aEncrypt i onKey,
dat aEncrypti onAl goType,
keyEncrypti onKey,
keyEncrypti onAl goType,
keyl nf 0) ;
XPat h xpath = new XPat h( xPat h) ;
/Il Step 5
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try {
enc. encrypt | nPl ace(xpath) ;

} catch (XPathException el) {
Systemout.println("XPAth is not correct");
el. printStackTrace();

}
Xm Uil . Xm OnStdQut (doc) ;
} catch (Exception e) {
System out. println("Sone exception");
e.printStackTrace();

Step 1: Convert the XML into a DOM object as demonstrated in Listing 3:

Listing 3. Creating a DOM object from the XML

public static Document getDocunent(String fileNane) {
Docunent doc = null;

Docunent Bui | der Factory factory = Docunent Bui | der Fact ory. newl nst ance() ;

File f = new File(fileNane);

Docurnent Bui | der buil der = null;

try {
bui | der = factory. newDocunent Bui | der () ;

} catch (ParserConfigurationException e) {
System out. println("Parse configurati on exception");
e.printStackTrace();

try {
doc = buil der. parse(f);

} catch (Exception el) {
System out. println("Sone exception");
el.printStackTrace();

return doc;

}

Step 2: Get the shared secret. You will use this key to encrypt the XML content. The accompanying source code uses XML
encryption that only recognizes the triple-DES algorithm, hence | create the key with that algorithm.

Step 3: Get the public key of the public-private key pair as described in Part 1 of this article series; you will need it to encrypt
the shared secret. As you saw in Part 1, this public key would be based on the RSA algorithm.

Step 4: Create an Encrypt or object with a data encryption key, a key encryption key, their associated algorithms, and key
information to be included in the output. The algorithms specified while creating the Encr ypt or object must match the keys.
Encrypt or is the main object in the encryption process. Its class is available in com veri si gn. xnl enc package. Encr ypt or
encrypts according to the W3C XML Encryption specification. You can specify which type of encryption you want, Element or
Content. In Listing 2, the encryption type is Element, which is the default. Encr ypt or understands XPath expressions in order
to identify the XML element for encryption.

Step 5: In the final step, call either the encrypt or encrypt | nPl ace method on the Encrypt object, passing XPath as the
input parameter. XPath specifies the element within the XML that needs to be encrypted. All the child elements within the
element and their attributes pointed to by XPath are also encrypted. In this example, you are encrypting the /

Pur chaseOr der Request / Payment element of the XML. Both the encrypt and encrypt | nPl ace methods encrypt the XML
element as specified by the XPath using the secret key passed, and both methods encrypt the secret key using the public key
and embed it with the XML-encrypted content. The only difference between the two methods is that encr ypt returns a new
DOM document containing the encrypted data, whereas encr ypt | nPl ace modifies the original document itself to contain the
encrypted data. The encrypted XML that results is shown in Listing 4.

Listing 4. Encrypted XML

http://www-106.ibm.com/devel operworks/library/x-seclay2/ (3 of 8)10/31/2003 1:37:52 PM


http://www-106.ibm.com/developerworks/xml/library/x-seclay1/

XML Security: Implement security layers, Part 2

<?xm version="1.0" encodi ng="UTF- 8" ?>
<Pur chaseOr der Request >
<Or der >
<l temr
<Code>Scr ew001</ Code>
<Description>Screw with half centineter thread</Description>
</ltemr
<Quantity>2</Quantity>
</ Order>
<xenc: Encrypt edDat a Type="http://ww. w3. or g/ 2001/ 04/ xm enc#El ement "
xm ns: xenc="http://wwmv. w3. or g/ 2001/ 04/ xml enc#" >
<xenc: Encrypti onMet hod Al gorithme
"http://ww. w3. or g/ 2001/ 04/ xml enc#t ri pl edes-cbc"/>
<ds: Keyl nf o xml ns: ds="htt p: //wwmv w3. or g/ 2000/ 09/ xm dsi g#" >
<xenc: Encr ypt edKey>
<xenc: Encrypti onMet hod Al gorithme
"http://ww. w3. or g/ 2001/ 04/ xm enc#rsa-1_5"/>
<xenc: C pher Dat a>
<xenc: C pher Val ue>
Flal pdp3axnBnFof x/ xX62Vl sxi | dddHcxaevd7sbr +l v/ f zZ7e8ovnmKGQopAj cl XxPTybpkW
YG8GVc O bD4UGR24CNxeB7eZ0ws 5/ RKBTqKp+76Fk Vxf +GrEqgMrueRgoaF40YOr TKQUW.NR
ki SOFnpl RaJ8G7bR2j OeTFdi FRk=
</ xenc: C pher Val ue>
</ xenc: Ci pher Dat a>
</ xenc: Encr ypt edKey>
</ ds: Keyl nf 0>
<xenc: G pher Dat a>
<xenc: C pher Val ue>
KMWkuf RUY7r s0i +4j X6Vhvi i Ul bYWay 1KbwhTQxHISaqJ 6 HA+Qc2Ce 7 TVZUQUHOGGED4AX TR8hB
hQ s+hgHA16Ef M LA3E+YqO4s XQ+CkX9OOEcAAULha/ q1KmP2yNG\y/ t avdj 9a7JuZnnNGV
/ Magxdt 5f CIXTOA9bWOHWKR/ Pc81r ZYWA7f Or mvDvC7Q+ / OCzkqcAaCmAHEY SWhv2vK3T+a
A QO 2Woxa9hn¥Dx70BuLl 8i hhSAV3nmoK+JAPdn1vdCpoFKdzzq2HSh/ yQ sYZvQOoh+j | ks
MABoUz WiVUe/ DFzt Pt vvDKbPE/ xoAasi x| bDLa42gFFe9uzEel GB9XBMBkZt Ti 00zn9xppSf
DcOWFMy +UoLnCA==
</ xenc: Ci pher Val ue>
</ xenc: Ci pher Dat a>
</ xenc: Encr ypt edDat a>
</ Pur chaseOr der Request >

Listing 4 is an XML snippet with one part encrypted. This encrypted part can only be read by the receiver with the private key
corresponding to the public key that was used to encrypt the data.

Closing the loop, the code in Listing 5 allows encrypted XML to be decrypted.

Listing 5. XML decryption

/] Get the DOM docunent object for the XML that you

/1l want to decrypt (The one shown in Listing 4)

/'l The get Docurment nethod that takes an XML file nane as i nput
/1 and returns a DOM docunent is provided in Listing 3 (Step 1)
Docunent doc = Xml Uil . get Docunent (encrypt edXm Fi | eNane) ;

/] Step 2. Get the private key of the pair whose public key was
/1l used to encrypt the XML

Key privateKey = keyPair.getPrivate();

/1 Specifying the XPath at which encrypted data is |ying

/1 in the XML

/] Step 3. Specify XPath expression
String xpath = "//xenc: Encrypt edDat a";
/'l Specify the namespace that relates to the XPath
/] expression
String[] ns =
{ "xenc", "http://ww.w3. org/ 2001/ 04/ xm enc#" };
/] Create the XPath hel per with the XPath expression and a map
/] of namespaces that relate to the XPath expression

XPat h xpath = new XPat h(xPath, ns);

/1 Step 4. Create the Decryptor object with decryption key and
/'l location of the encrypted data to be decrypted
Decryptor decrypt = null;
try {
decrypt = new Decryptor(doc, privateKey, xpath);
} catch (Exception e) {
System out. println("Sone exception");
e.printStackTrace();
}
/1 Step 5. Method decryptInPlace is called to decrypt the
/1 encrypted contents of the XM
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try {
decrypt. decrypt|nPl ace();

} catch (Exception el) {
System out. println("Some exception");
el.printStackTrace();

Listing 5 demonstrates how you can decrypt the encrypted data if you have the right private key. The following steps explain
the process of decryption.

Step 1: Convert the encrypted XML into a DOM object as was done before encryption.

Step 2: Get the private key of the key pair whose public key was used to encrypt the XML. Note that decryption uses the
corresponding private key of the public key used for encrypting the XML.

Step 3: Create the XPath along with the relevant namespaces where the encrypted data is located in the encrypted XML. The
XPath in this case is / / xenc: Encr ypt edDat a. Irrespective of what elements are encrypted, the encrypted data will always be
under the element xenc: Encr ypt edDat a in the encrypted XML. The XPath / / xenc: Encr ypt edDat a says to look for the

Encr ypt edDat a element anywhere it might be exiting in the XML.

Step 4: Create the Decr ypt or object with decryption key and the location of the encrypted data that is to be decrypted.
Decr ypt or is the main object in the decryption process. Its class is available in the com veri si gn. xm enc package.
Decrypt or decrypts as per the W3C XML Encryption specification (see Resources). Decryption of both the Element and

Content types is supported. Decr ypt or understands XPath expressions in order to identify the XML element for decryption.

Step 5: The final step in the decryption process is to call either the decr ypt | nPl ace or decr ypt method on the Decr ypt or
object. Both method calls use the supplied private key to decrypt the shared secret key (which is part of the encrypted
message), and then use the shared secret to decrypt the rest of the message. The only difference in the calls is that decr ypt
decrypts the XML and creates a new DOM object, whereas decr ypt | nPl ace decrypts the message in the same DOM object
that it receives as input.

XML signatures

Digital signatures have been in use for quite some time, where any digital content could be digitally signed using Public Key
Cryptography Standards (the most common being the PKCS#7 signature). Secure Multipurpose Internet Mail Extensions (S/
MIME) allows digital signatures to be attached to e-mail messages, such that the recipient can verify the identity of the signer.

XML signature is an extension of already existing digital signature infrastructure. Some objectives and motivations for creating
an XML signature are:

. Structure around the digital signature allows digital signatures to be represented as XML documents

. Possibility to digitally sign part of the XML, leaving the rest of the document unsigned

. Possibility to have more than one digital signature sign different parts of the same XML document

. Need to persist the signatures and not simply use them for document transportation and communication

XML signature overview

XML signatures can be used to sign any digital content including XML documents. Signature of digital content is a two-stage
process. In the first stage, the digital content is digested and the resulting value is placed in an XML element. In stage two, the
digested value is picked and signed. The reason for doing this is simple: Digesting the original content generates a small but
unique encrypted value (digest) that takes less time to sign as compared to the original content.

After the XML (or some part thereof) is digitally signed, the resulting XML signature is represented as an XML element that is
identified as <Si gnat ur e>. The original content is related to the digital signature based on these XML signature type
definitions:
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. Enveloping signature: The <Si gnat ur e> element includes the element that is digitally signed. The digitally signed
element becomes the child of the <Si gnat ur e> element.

. Enveloped signature: The <Si gnat ur e> element becomes a child element of the data being signed. The
<Si gnat ur e> element refers to the signed element by using information in its <Ref er ence> element.

. Detached signature: The <Si gnat ur e> element and the signed element are kept separate. The element being
signed and the <Si gnat ur e> element could be siblings in the same document, or the <Si gnat ur e> element could be
in an altogether different document.

In addition to a reference to the digital content being signed, the <Si gnat ur e> element includes information about the
following:

. The method used to canonicalize the digital content
. The algorithm used to generate the signature for the canonicalized element to be signed
. Additional information that specifies how to process the element to be signed before it is digested

The XML signature process
Continuing with the example in Listing 1, | will now take you through the process of digitally signing an element of the XML.
Listing 6 demonstrates how part of the XML is digitally signed; each step in the signing process is explained after the listing.

Listing 6. The digital signature process

/] Get the DOM docunent object for the XML that you

// want to digitally sign.

/1 get Docunent method that takes XM. file nane as input

// and returns DOM docunent is provided in Listing 3 (Step 1)
Docunent doc = Xml Uil . get Docunent (xm Fi | eNane) ;

/1 XPath expression that is to be digitally signed

String xpath = "/PurchaseOr der Request / Paynent " ;

/] Step 2. Get both the public and private keys. The private key is
/] used to digitally sign the content, whereas the public key

/1 is sent along with the digitally signed content for the

/'l receiver to verify the digital signature.

cont ent KeyPai r keyPair = getKeyPair();
Publ i cKey verificati onKey = keyPair.getPublic();
PrivateKey privateKey = keyPair.getPrivate();

I/l Step 3. Create a signer object passing the docunent whose part
/Il is to be signed, the private key to be used for

/'l signing, and the public key that is to be used

/1 for verification.

Si gner signer = null;

/] Step 4
try {
signer = new Signer(doc, privateKey,
verificationKey);
XPath | ocationl =
new XPat h("/ PurchaseOr der Request / Paynent / Credi t Card") ;
si gner. addRef erence(l ocati onl);

XPath | ocation2 =
new XPat h("/ Pur chaseOr der Request / Paynent / Pur chaseAmount ") ;
si gner . addRef er ence(l ocati on2);

} catch (Exception e) {
e.printStackTrace();
}
/Il Step 5. Use the signer object to sign the docunent passing the
/1 XPath of the element that is to be signed.
try {
d = signer.sign(new XPat h(xPath));
} catch (Exception el) {
el.printStackTrace();
}

Step 1: Convert the XML to be digitally signed into a DOM object as was done prior to encryption.

Step 2: Get the public as well as the private key of the key pair that you generated in the "Generating a public-private key pair"
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of Part 1. You will use the private key to digitally sign the content, and send the public key along with the digitally signed
message for the recipient to verify the digital signatures. As described earlier, the public-private key pair is based on the RSA
algorithm.

Step 3: Create a si gner object that passes the DOM document (part of which is to be signed), the private key to be used for
signing, and the public key to be used for verification. Specifying the public key for verification is not mandatory. Si gner is the
main object in the digital signature process. Its class is available in the com veri si gn. xm si g package. Si gner signs XML
documents according to the W3C XML Signature specification (see Resources). All three modes of signatures -- enveloping,
enveloped, and detached -- are supported.

Step 4: Specify the portions of the XML that need to be signed. XML locations are specified for digital signatures by adding
references to the Si gner object. References are added by calling the addRef er ence method on the Si gner object. The XPath
of the element to be signed is provided as an argument to addRef er ence. You can call addRef er ence multiple times to specify
different elements that you want signed.

Step 5: The final step is to sign the XML, which you do by calling the si gn method on the si gner object. The enveloping
signature is created when the si gn method is called without any arguments. Calling the si gn method with an XPath argument
where the digital signature is to be placed in the document helps create an enveloped signature.

Conclusion

Thus far in this series on XML security, | have defined what security means, and discussed XML canonicalization, PKI
infrastructure, XML encryption, and XML signature. | have also attempted to demystify the XML security space by providing
some of the theory behind it while keeping the focus on demonstrating how easy it is to encrypt and digitally sign XML.

In future articles, | will discuss Security Assertion Markup Language (SAML) and XML Key Management System (XKMS).
SAML allows you to transfer credential and other related information about a subject, human or otherwise, between various
cooperating entities without losing ownership of the information. XKMS allows for easy management of public key
infrastructure (PKI) by abstracting the complexity of managing the PKI from client applications to a trusted third party.

Resources

. Download the source code used in this article.

. Read the Exclusive XML Canonicalization specification.

. Find out more about Canonical XML.

. Get a closer look at the XML Encryption Syntax and Processing specification.

. Read the XML-Signature Syntax and Processing specification.

. Read Murdoch Mactaggart's introduction to XML encryption and XML signature, "Enabling XML security" here on
developerWorks (September 2001).

. Read Bilal Siddiqui's two-part article on XML Encryption. Part 1 explains how XML and security are proposed to be
integrated into the W3C's Working Draft for XML Encryption (developerworks, March 2002). Part 2 examines the
usage model of XML Encryption with the help of a use case scenario (developerworks, August 2002).

. Find more XML resources on the developerWorks XML zone.

. Learn how you can become an IBM Certified Developer in XML and related technologies.
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