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The demo application
In this second installment, Bilal Siddiqui examines the usage model of XML Encryption with  Demo application action
the help of a use case scenario. He presents a simple demo application, explaining how it uses XML Encrvotion
the XML Encryption implementation. He then continues with his last implementation of —L - .
XML Encryption and makes use of JCA/JCE classes to support cryptography. Finaly, he implementation details
briefly discusses the applications of XML Encryption in SOAP-based Web services. Encrypt a complete XML

file
In Part 1 of this series, | gave an introduction to XML Encryption and its underlying syntax and Encrvot an element
. . ; i . . . . . ypi
processing. | examined the different tags and their respective use in XML encryption with asimple .
example of secure exchange of structured data, proposed a Java APl for XML Encryption based on ~ ENcrypt an element's

DOM, and gave a brief overview of cryptography in Java (JCA/JCE). content
Decrypt afile

| start my discussion in this part with an information exchange scenario, which demonstrates the use ~ "

of XML encryption. =uper encryption
Cryptography

Information exchange scenario XML Encryption and SOAP

Consider the process of information exchange between two enterprises. One is an online books-seller
and the other is a publisher. When the books-seller wants to purchase books, it submitsapurchase ~ SUmmary
order to the publisher. At the publisher's end, the sales department receives this order, processesiit, Resources
and forwards it to the accounts department. The two enterprises exchange information in the form of
XML documents. Since some portion of the document needs to be secure and the rest can be sent
insecurely, XML encryption is the natural approach for applying security to distinct portions of the  Rate this article
document.
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According to the books-seller's security policy, the payment information will only be reveaded to the
accounts department. The sales department will need to extract only the name of the book, itsitem Partl

ID and the quantity ordered; because this is insensitive information it can remain insecure. The Subscribe to the

accounts department will need to decrypt the pe_lym(_ant information in thg purchase order_ usngapre-  geyel operWorks newsletter
exchanged secret key. (Note that XML Encryption is only about encryption and decryption of ]
structured information and does not dictate any particular method of key exchange.) Mapping this More dW Web architecture
policy, XML Encryption facilitates the concealment of payment information in the sales department ~ r€SOurces

and its disclosure in the accounts department.

Alsoin the XML zone:
Tutorials

Document-based security
At this point, it may be useful to ponder abit on the concept of document-based security. Withthis  Tools and products
security architecture, you can impose security at the document level. The context of a secure session
is effectively preserved within the secure document. All the information that an authorized party may
need to decrypt the document is available inside the document. A logical secure session is created Articles
that isflexible, has along life, and allows numerous parties to be part of the same secure session. An
upcoming protocol for Web services, the Business Transaction Protocol (BTP -- see Resources), relies on the same concept of
preserving the context of a session within atransaction document; this prolongs the life of atransaction and enhances its flexibility.

Code and components

The demo application

To fulfill the requirements of the secure data exchange scenario between the publisher and the books-seller described above, | have
created a demo application class called denmoXm EncApp (see Listing 1). This class uses the XML Encryption sample
implementation class Xm Encr ypt i on (seelListing 2).
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What the demo application does

The mai n method of the denmpXm Enc App class first executes the processing at the books-seller's end by calling the

si mul at eBookSel | er send method, which reads the purchase order XML file, Order.xml (see Listing 3), and encrypts the
sensitive information therein through one of the three encryption methods (i.e. complete XML file encryption, element encryption,
or element content encryption) specified in XML Encryption. It then saves the XML-encrypted file to disk, as well as the key used
for encryption.

Listing 3. Order.xml

<?xm version="1.0"?>
<I-- This Listing provides the sanple XM_ File that will be encrypted. -->
<pur chaseOr der >
<Or der >
<BookNanme>Soccer For Dunmm es</ BookNane>
<l d>123- 958- 74598</ | d>
<Quantity>500</ Quantity>
</ Or der >
<Paynent >
<Car dNo>4502- 3456- 3278- 2011</ Car dNo>
<Car dType>VI SA</ Car dType>
<Val i dDat e>12- 10- 2004</ Val i dDat e>
</ Paynent >
</ pur chaseOr der >

Since file exchange and key exchange protocols are not a concern here, | therefore assume that they are made available to the
publisher through any suitable method (for example, the XML-encrypted file and secret key are exchanged through HTTP and
some public key encryption algorithm, respectively). The mai n method then assumes the role of the publisher by calling the

si mul at ePubl i sher sEnd method, which extracts the information needed by the sales department, and displays the received
XML file on the console. Further, it decrypts the payment information for the accounts department and displays it on the console.

Thesi mul at eBookSel | er send function in the demoXm EncApp classfirst instantiates an Xmi Encr ypt i on object and
calls various setter methods of Xml Encr ypt i on to set the following attributes:

. cl ear Doc: The DOM object form of the XML file (see Listing 3) to be encrypted

. encKey: A key used for encryption

. al goNane: Name of the encryption algorithm

. keyNane: Name of the encryption key; this becomes the value of the child text node of the KeyNane element during
XML encryption as explained in part 1

. encl d: Thenamegiven tothe Encr ypt edDat a tag which isunique in the document

Thesi mul at eBookSel | er sEnd method of denoXm EncApp class calls the different methods of the XML Encryption
engine (Xm Encrypti on class) depending upon the command line arguments passed while invoking the application. Let's see
what happensinside the Xml Encr ypti on class, whichisthe main XML Encryption processing engine.

XML Encryption implementation details

| aready introduced a portion of the proposed XML encryption API in Part 1. Recall that | had a method named

encrypt Conpl et eXm Fi | e intheclassXm Encrypti on (seeListing 11 of part 1) for encrypting acomplete XML file. In
addition to theencr ypt Conpl et eXnl Fi | e method, | have now added the following two methods to service the encryption
requirements of different types of data (encryption granularity):

. encrypt El ement OF Xm Fi | e for encrypting a particular element in the XML file
. encrypt El ement Cont ent O Xl Fi | e for encrypting the content of a particular element in the XML file

The books-seller can secure the sensitive information in the purchase order by employing any of the following three XML
encryption methods of the Xml Encr ypt i on class:

1. Encrypt acomplete XML file
2. Encrypt an element in an XML file
3. Encrypt an element's content in an XML file
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1. Encrypt a complete XML filewith XML Encryption

The books-seller can encrypt the entire Order.xml file to produce an XML-encrypted file, which can then be sent to the publisher's
sales department. Although this provides relevant security through the end-to-end communication link, the books-seller's security
policy isviolated. This policy requires concealing the payment information in the sales department and revealing it in the accounts
department. In this case, the whole XML document is decrypted by the sales department and the payment information is disclosed.
Therefore this approach does not seem suitable, although it can be practical if you use super encryption (discussed later in this
article).

If the books-seller decides to encrypt the entire Order.xml file, the si mul at eBookSel | er sEnd function in the class
denpXm EncApp generates acal to the public method encr ypt Conpl et eXm Fi | e of the classXml Encrypti on.

This method first callstheget St r i ng private method to serialize the XML file to be encrypted into string form. It then calls the
encryption method get Encr ypt edDat a, which returns a Base 64 encoded cipher text string. The cipher text string is then
passed to theget Ci pher Dat aDoc private method. This method creates and returnsthe Ci pher Dat a tag with the child

Ci pher Val ue tag, which holds the Base 64 encoded cipher text string. Similarly the Encr ypt i onMet hod and ds: Keyl nf o
tags are created. These three tags -- namely Ci pher Dat a (which carriesits child Ci pher Val ue tag), Encr ypt i onMet hod,
and ds: Keyl nf o -- are subsequently added as child tags of the Encr ypt edDat a tag. The Encr ypt edDat a tag is actually
|oaded into a DOM document object, encDat aCbj , which is serialized and returned to the si mul at eBookSel | er sEnd
method.

2. Encrypt an element in an XML filewith XML Encryption

The books-seller can encrypt the payment information portion of the XML file with the accounts department's secret key, and keep
the rest of the file content unencrypted for the sales department to view. This processing can be performed by encrypting the
Payment element in the Order.xml file. The credit card information becomes secure as it resides in the child nodes of the
encrypted Paynent element. Since the security requirement dictates that the means of payment (such as credit card or bank
check) must be hidden from unauthorized viewers, encrypting the Payment element pays off.

In this case, the si mul at eBookSel | er sEnd function in the classdenoXm EncApp generates acall to the public method
encrypt El ement Of Xl Fi | e of theclass Xm Encr ypti on_. The private method get El enent returns the element node
which isthen serialized and encrypted to produce the Ci pher Dat a tag. The Encr ypt edDat a tag creation processis the same
as before, except that this method replaces the Payment element in ¢l ear Doc with the Encr ypt edDat a element by making a
call to the private method r epl aceEl erment . After the replacement has taken place, cl ear Doc is serialized and returned.

3. Encrypt an element's content in an XML file with XML Encryption

The third encryption option the books-seller can exerciseisto encrypt only the credit card number in Order.xml. The element
content encryption method is invoked, which encrypts only the textual content of the Car dNo element. This raises an important
question: Why do you need to come up with content encryption when the same can be accomplished using element encryption?
The use of either method depends on the security policy for the document; if thereis a specific need to disclose the name of the
element or its attributes, while keeping its content secure, content encryption comes in handy.

If the books-seller wants to hide the credit card number only, the textual content of the element Car dNo in Order.xml is encrypted.
Thesi mul at eBookSel | er sEnd method calls the public method encr ypt El ement Cont ent Of Xl Fi | e, which differs
from the encryptElementOf XmiFile method only in the sense that it operates on the element's content and not on the element itself.

Using XML Encryption to decrypt an XML-encrypted file
When the publisher's end receives an XML-encrypted file, it will need decryption. For all three encryption methods described, the
method for decryptionisget Decr ypt edDat a. Thesi nmul at eBookSel | er sEnd method in denoXm EncApp serializes

the XML-encrypted file into atext string and passesit to the get Decr ypt edDat a method for decryption.

Theget Decr ypt edDat a method identifiesthe Encr ypt edDat a tags and extracts the Base 64 encoded cipher value. All the
information necessary for decryption is present within the XML Encryption tags: the name of the encryption algorithm, the type of
data that was encrypted, and the name of the encryption key.

Note: The XML Encryption specification does not dictate that all thisinformation should be present within the XML Encryption
tags. The presence of these attributes is optional. The application may supply this information through some other means, but the
demo application and sample XML Encryption implementation assume the presence of al thisinformation within the XML
Encryption tags.

Theget Decr ypt edDat a method now generates a decryption key from the key and the algorithm names. It then passes the
extracted Base 64 encoded cipher value, the decryption key, and the algorithm name to a method named Decr ypt (examined in



Cryptography).

The Decr ypt method returns the decoded and decrypted data as atext string. Thistext string is manipulated in accordance with
the type attribute of the Encr ypt i onDat a element which may be any one of the following:

. A complete XML filethat is saved to disk asanew XML file
. An element that replaces the Encr ypt edDat a tag to result in the original XML file
. The content of an element, which replacesthe Encr ypt edDat a tag to result in the original XML file

Super encryption

When you use super encryption, you can encrypt just the payment information with the accounts department's secret key to produce
an element-encrypted XML file. Thisresultant file is then completely encrypted using the sales department's secret key, thus
resulting in a super-encrypted XML file.

Here | must point out that, with the XML Encryption specification, you can re-encrypt an XML-encrypted file which resultsin a
super-encrypted XML file. But, you cannot encrypt a particular child of the Encr ypt edDat a or Encr ypt edKey elements
using XML encryption. In other words, an Encr ypt edDat a element cannot be the parent or child of another Encr ypt edDat a
element.

According to the XML Encryption specification, you can also encrypt arbitrary data (for example, a.jpg image or practically
anything on the Web). Thisis nearly identical to the encryption of a complete XML file; the only difference is the value of the type
attribute for the Encr ypt edDat a element (see Resources).

Cryptography IANA val
The XML Encryption specification lists anumber of required and optional cryptographic -

agorithmsincluding: In Part 1 of this series, | used

Internet Assigned Numbers
Authority (IANA) type definitions
asthevalue of the Type attributein
the Encr ypt edDat a tag. Part 1
was based on the XML Encryption

. Block encryption

. Stream encryption
. Key transfer

. Key agreement

. Symmetric key wrap

. W3C Working Draft dated 18
y me‘%gz gl'ﬁﬁ:mi cation October 2001. Recently, XML
: g Encryption has become a W3C

' . . ) . Candidate Recommendation, which
The Base 64 encoding algorithm (see Resources) is aso required. Every cipher must be no longer uses |ANA values (see

Base 64 encoded before it can be inserted into an XML document. In this demonstration, I | Ragyyy ces).
use the TripleDES block encryption algorithm of the SunJCE cryptography provider. The
mode of encryption is CBC (Cipher Block Chaining) with 8-byte block size.

The Xml Encr ypt i on class employs JCA/JCE cryptography, implemented by following methods:

. get Encrypt edDat a: This method accepts atext string and encryptsit using the TripleDES algorithm. For symmetric
encryption (see Resources), you need an encryption key in addition to the clear data being encrypted. Thiskey isavailable
as aprivate attribute, encKey, of the class Xml Encr ypt i on . Theinput text string is converted into an array of bytes and
is padded. | use ablock cipher algorithm for encryption that requires the clear data bytesto bein blocks of 8 bytes, so | pad
the last incomplete block with some characters. The sample implementation uses a blank space (" ") as the character for
padding.

Next | createaCi pher classobject and initiate it in encryption mode. | then extract the initialization vector (1V) into abyte
array, block encrypt the clear data, and prefix the IV bytes to the encrypted data bytes. When | use the method
get Base64Encoded of theclass Xml Encr ypt i on, theresultant byte array is then transformed into a Base 64 encoded

string and is subsequently returned.

. Decrypt: Thismethod is essentially the opposite of the get Encr ypt edDat a method. It accepts a Base 64 encoded
cipher byte array, and decodes and decryptsit to return the clear data string. The IV is then separated from the actual cipher
byte array. A Ci pher class object is created and initiated in the decryption mode. The cipher byte array is then decrypted,
and the decrypted byte array is returned as a text string.

| have provided support for the TripleDES block cipher algorithm only for demonstration. With a few modifications, you can aso
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use other algorithms such as AES.

This simple implementation demonstrates how XML Encryption can be a viable security framework for larger and more complex
business applications.

XML Encryption and SOAP

Simple Object Access Protocol, or SOAP (see Resources), is alightweight XML -based protocol for data exchange. It facilitates the
transfer of data resulting from remote procedure calls and responses. It is designed for use in distributed and remote applications,
and is a primary component of Web services. SOAP provides an envelope for containing a message and its processing information.
Since the content of this envelope can be confidential, security is an issue that you must address. XML Encryption provides a
seamless solution to this problem.

SOAP itself is XML, which gives you the freedom to handle encryption issues in any suitable fashion using XML Encryption. For
example, you may decide to encrypt the entire SOAP body or a part of the body. However, XML-SEC is a W3C effort aimed at
standardizing the ways of implementing security in SOAP-based Web services. At the moment, it does not include XML
Encryption; | expect XML Encryption or asimilar encryption methodology to be part of it in the future.

Summary
In Part 1, | introduced XML Encryption and discussed its use for achieving secure data exchange. | elaborated on the use of
different XML Encryption tags and proposed a Java API for XML Encryption based on DOM.

Herein Part 2, | have examined atypica datainterchange scenario where you can employ XML encryption concepts. | also
demonstrated the various types of XML encryption: encrypting acomplete XML file, an element of an XML file, or the contents of
an XML element. | also discussed decryption, super encryption, and the application of XML encryption concepts in SOAP-based
Web services.

Resources

. Participate in the discussion forum on this article by clicking Discuss at the top or bottom of the article.

. Read "Exploring XML Encryption, Part 1" of this two-part series of articles on XML Encryption by Bilal Siddiqui
(developerworks, March 2002).

. Download the complete working code for this demonstration. The following code referenced in this article isincluded:
o Readme.txt tells you how to set up the environment and run the demo
o demoXmlEncApp.java (Listing 1)
o XmlEncryption.java (Listing 2)

Order.xml (Listing 3)

1 AlgoNamesjava

. CipherDatajava

o EncryptedDatajava

o EncryptionMethod.java

a

a

GenericKeyInfo.java
Transforms,java

. Check out the W3C XML Encryption Specification Candidate Recommendation, which | have followed in this article.

. Explore Business Transaction Protocol (BTP), aflexible architecture for business transactions that is still under
development.

. Read XML Digital Signature (XML-DSIG), aprotocol designed for key exchange.

. Learn about Gokul Singh's Base 64 encoding/decoding classes which are used in the demonstration for this article.

. Check out the SOAP Specification which defines a protocol for data exchange in a distributed environment.
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. Takealook at Doug Tidwell's developerWorks tutorial Web services -- the Web's next revolution (devel operworks,

November 2000). It offers an overview of Web services, a solution for building platform- and language-independent,
interoperable distributed applications.

. Find more XML resources on the devel operWorks XML technology zone.

. Get IBM WebSphere Studio Application Developer, an easy-to-use, integrated development environment for building,
testing, and deploying J2EE applications, including generating XML documents from DTDs and schemas.

. Find out how you can become an |IBM Certified Developer in XML and related technologies.

About the author

XML consultant Bilal Siddiqui received a degree in Electronics Engineering from the University of Engineering and Technology,
Lahore, Pakistan in 1995. He then began designing software solutions for industrial control systems. Later he turned to XML and
used his experience programming in C++ to build Web- and WA P-based XML processing tools, server-side parsing solutions, and
service applications. Y ou can contact him at wap_monster @yahoo.com.
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In this second installment, Bilal Siddiqui examines the usage model of XML Encryption with Alsoin the XML zone:

the help of a use case scenario. He presents asimple demo application, explaining how it uses T iorials

the XML Encryption implementation. He then continues with his last implementation of -

XML Encryption and makes use of JCA/JCE classes to support cryptography. Finaly, he Tools and products
briefly discusses the applications of XML Encryption in SOAP-based Web services. Code and components

Articles

Listing 1. The demoXmIEncApp class

/*
DW BS
20020521
denoXm EncApp. j ava
Listing 1
A denp application class that denonstrates XM. encryption.
It uses the class Xml Encryption.java.
*/

i mport java.io.*;

import java.util.*;

i mport org.w3c.dom *;

i mport javax.xml .parsers.*;

i mport org.apache. crinmson.tree. Xnm Docunent ;
i mport java.security.*;

i mport javax.crypto.*;

cl ass denoXm EncApp {

/1 This main nethod is devised to denonstrate XML Encryption functionality.
public static void main (String args[]) {
if (args.length !'= 1) {
System out . println("USAGE: java denoXm EncApp <n>");
Systemout.println("\t\t\tn = 1 : Conplete XM.-Fil e
Encryption");
System out. println("\t\t\tn
System out. println("\t\t\tn

2 : El enment Encryption");
3 : El enent - Cont ent

Encryption\n");
}
el se {
/| Testing the provider for TripleDES encryption support.

try {
C pher testCipher = G pher. getlnstance("DESede");
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Yitry
cat ch(Exception e) {
[/l JCE provider not installed on this system
/1l Installing the JCE provider.
Systemerr.println("lNSTALLI NG PROVI DER: SunJCE");
Provi der sunjceprov = new
com sun. crypt o. provi der. SunJCE() ;
Security. addPr ovi der (sunj ceprov) ;
System err. println("PROVI DER | NSTALLED. . .
CONTI NUI NG') ;
}//catch

/] Create an instance of this class.
demoXm EncApp denpApp = new denmpXm EncApp();

/| Denpnstrate what happens
// at the book seller's (sender) end.
demoApp. si mul at eBookSel | er sEnd( ar gs) ;

/| Denonstrate what happens
/'l at the publisher's (recepient) end.
denoApp. si nul at ePubl i sher sEnd() ;
}// End el se
}// End main()

voi d si mul at eBookSel | ersend(String args[]) {
try{
[[******BEG NNl NG OF PROCESSI NG AT THE BOOKS SELLER S
END******

/'l Reading the source file from disk.

Fil el nputStreamfis = new Fil el nput Stream("Order.xm");
byte [] aFile = new byte [fis.available()];
fis.read(aFile);

/1 The source file is converted into a String.

String aFileString = new String(aFile);

/] The XML Encrypted file string

String aEncString = null;

/1 The encryption key

Key theKey = null;

/] Generating the key for encryption

KeyGener at or KG = KeyGener at or. get | nst ance(" DESede") ;
t heKey = KG gener at eKey();

/] Creating a new Xml Encryption Cbject for encryption:

Xm Encryption aXm Enc = new Xm Encryption();

/1 Setting the clear Docunment Object

aXm Enc. set Cl ear Doc(aFi |l eString);

/] Setting the encryption key

aXm Enc. set EncKey(t heKey) ;

/] Setting the required al gorithm

aXm Enc. set Al goNane( " DESede") ;

/1 Setting the name of the encryption key

aXm Enc. set KeyNane("t heKey") ;

/1 Setting the EncryptedData tag |ID

aXm Enc. set Encl d(" Test");

/'l Selecting the XML Encrypti on met hod

i f(args[0].equal s("1"))
/1 XML Encryption of the conplete XM_ file
aEncString = aXnl Enc. encrypt Conpl eteXm Fil e();




i f(args[0].equal s("2"))
/1 XML Encryption of an Elenent in the XM. file
aEncString =
aXm Enc. encrypt El ement Of Xl Fi | e(" Car dNo" ) ;
i f(args[0].equal s("3"))
/1 XML Encryption of the content(textual)
/] of an Element in the XML file
aEncString =
axXm Enc. encrypt El ement Cont ent OF X Fi | e( " Car dNo") ;
i f(args[0].equal s("4"))
/1 XML Encryption of the content(El ements)
/] of an Element in the XM file
aEncString =
axXml Enc. encr ypt El ement Cont ent O X Fi | e( " Payment ") ;

/[l Witing the XML Encrypted file to disk
try {
byte[] aToFile = aEncString. getBytes();
Fi | eCQut put Stream aFOS = new
Fi | eQut put Strean("aEnc. xm ") ;
aFCS. wite(aToFile);
aFGCs. cl ose() ;

cat ch(Exception e) {
System out . println("Unable to create 'aEnc.xm"'.");
}

//Witing the encryption key to a file on disk
try {
Fi | eCut put Stream keyFOS = new
Fi | eCut put Strean( "t heKey");
keyFOS. wri t e(t heKey. get Encoded() ) ;
keyFCs. cl ose();

cat ch(Exception e) {
System out . println("Unabl e to save the encryption
key.");

[[******END OF PROCESSI NG AT THE BOOKS_SELLER S
END******

Y ltry
cat ch(Exception e) {
System out.println("Unable to read the input XM file.");
}//catch
}/ /1 si mul at eBookSel | er sEnd

voi d si nul at ePubl i sher send() {
[[******BEG NNl NG OF PROCESSI NG AT THE PUBLI SHER S END******

/1 The XML Encrypted file String

String bEncString = null;

/1 The decrypted file String

String bFileString = null;

/! Reading the XM_ Encrypted file from di sk.

try {
Fi | el nput Stream bFI'S = new Fi |l el nput Strean("aEnc. xm ") ;
byte[] bFronfile = new byte[bFIS. avail abl e()];
bFI S. read(bFronfi |l e);
/1l Converting the XM_ Encrypted file to String
bEncString = new String(bFronFile);
bFI S. cl ose() ;
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Listing 2. The XmIEncryption class

/*
DW BS
20020521
Xm Encryption. j ava
Listing 2
A wrapper class that can generate conplete XML encrypted file.
It uses all the other classes.
Users of the XML Encryption Engine will only need to interact with
this class.
*/

i mport java.io.*;

i mport java.util.*;

i mport org.w3c.dom *;

i mport javax.xml .parsers.*;

i mport org.apache. crinmson.tree. Xm Docunent ;
i mport java.security.*;

i mport javax.crypto.*;

i mport javax.crypto.spec.*;

i mport gokul .java.io. base64. *;

public class Xm Encryption {
/1 Name of the algorithmwhich will be used to encrypt the data.
private String al goName = nul | ;

/1 Nanme of the secret key which was previously agreed upon
/1 and saved with the given nane.
private String keyName = null;

/1 1D attribute of the main encryption type structure
private String encld = null;

/1 1t will be used to get a new Docunent objects.
pri vate Document Bui | der docBuil der = null;
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/1 The Docunent object holding the XM. file
private Docunment clearDoc = null;

/1 The encryption key
private Key encKey = null;

/] The decryption key
private SecretKey decKey = null;

/1 The default constructor
public Xm Encryption() {
/1 Create DocunentBuil der object from Docunent Buil der Factory.
try {
docBui | der =
Docurent Bui | der Fact ory. newl nst ance( ) . newDocunent Bui | der () ;

catch (Parser ConfigurationException e) {
docBui l der = nul | ;
}

public void set Al goName(String name) {
t hi s. al goNane = nane;
}/ 1 End set Al goNane()

public String get Al goNane() {
return this.al goNane;
}// End get Al goNane()

public void set KeyNanme (String key) {
t hi s. keyName = key;
}/ 1 End set KeyNane()

public String getKeyNane() {
return this. keyNane;
}/1 End get KeyNane()

public void setEncld (String id) {
this.encld = id;
}/ 1 End set Encld()

public String getEncld() {
return this.encld;
}// End setEncld()

public void setC earDoc(String fileString) {
try {
Byt eArrayl nput St ream bai s = new Byt eArrayl nput St ream
(fileString.getBytes());
t hi s. cl ear Doc = docBui |l der. parse(bai s);

cat ch(Exception e) {
e.printStackTrace();

}
}// End set d ear Doc()




publ i c Docunent get Cl earDoc() {
return this.clearDoc;
}// End get d ear Doc()

public void set Enckey(Key encKey) {
t hi s. encKey = encKey;
}// End set EncKey()

publ i c Key get EncKey() {
return this.encKey;
}/ 1 End get EncKey()

public void set DecKey(Secret Key decKey) {
t hi s. deckey = decKey;
}// End set DecKey()

public Key getDecKey() {
return this.decKey;
}// End get DecKey()

/] Generate a Conplete XML Encrypted File.
public String encrypt Conpl etexXm File() {
/|l Take an (bject of EncryptedData C ass.
/1 It represents an <EncryptedData> El enent.
Encrypt edDat a encDat aCbj = this. get Encrypt edDat aDoc(thi s. encld,
" DOCUMENT" ) ;
/1l Get XML Structure for <EncryptionMehtod> el enent.
Docunment encMet hodDoc = t hi s. get Encrypti onMet hodDoc(t hi s. al goNang) ;
/] Get XML Structure for <Keylnfo> el enent.
Docurment encKeyl nf oDoc = this. get Keyl nfoDoc(this. keyNane) ;
/1 Read the given file data which will be encrypted.
String plainData = this.getString((Xm Docunent)this. cl earDoc);
/1 Use of JCA/JCE to get encrypted data.
String ci pherData = this.getEncryptedData(pl ai nDat a) ;
/1l Get XML Structure for <C pherData> el enent.
Docunent ci pher Dat aDoc = thi s. get C pher Dat aDoc( ci pher Dat a) ;
/1 Join these XM. Structures.
encDat aCbj . addChi | d(encMet hodDoc) ;
encDat albj . addChi | d( encKeyl nf oDoc) ;
encDat aCbj . addChi | d( ci pher Dat aDoc) ;
/lreturn the resultant in a file
return get String((Xm Docunment)encDat aObj . get EncDat a() ) ;
}// End encrypt Conpl et eXml Fi | e()

/| Generate el ement encrypted XM. file.
public String encryptEl enentOf Xml Fil e(String el enent Nanme) {

/1l Take an (bject of EncryptedData Cl ass.
/Il 1t represents <EncryptedData> El enent.
Encrypt edDat a encDat aCbj = this. get Encrypt edDat aDoc(thi s. encld,
" ELEMENT") ;
/1l Get XML Structure for <EncryptionMeht od> el enent.
Docurment encMet hodDoc = t hi s. get Encrypti onMet hodDoc(t hi s. al goNang) ;
/1l Get XML Structure for <Keylnfo> el enent.
Docunent encKeyl nf oDoc = this. get Keyl nfoDoc(thi s. keyNane) ;
/1 The node object is transformend into a string.
String plainData = this.getC earNode(el ement Narme).toString().trin();
/1 Method call to get encrypted and base 64 encoded dat a.
String base64ci pherData = this. get Encrypt edDat a( pl ai nDat a) ;




/1l Get XML Structure for <G pherData> el enent.
Docunent ci pher Dat aDoc = thi s. get G pher Dat aDoc( base64ci pher Dat a) ;
/1 Join these XML Structures.
encDat aCbj . addChi | d( encMet hodDoc) ;
encDat aCbj . addChi | d( encKeyl nf oDoc) ;
encDat aCbj . addChi | d( ci pher Dat aDoc) ;
/1l Return the encrypted content as a Docunent type object.
Docurment encEl ement Doc = encDat aCbj . get EncDat a() ;
/I Repl ace the specified element with its encrypted form
bool ean repstatus = fal se;
repstatus = repl aceEl enent (encEl ement Doc, el ement Nane) ;
return get String((Xm Docunent) cl ear Doc) ;

}/ 1 End encrypt El enent OF Xml Fi | e()

/| Cenerate el enent content encrypted XML file.
public String encryptEl enent Content Of Xm Fi |l e(String el enent Nane) {
/1 Take an (bject of EncryptedData C ass.
/Il 1t represents <EncryptedData> El enent.
Encrypt edDat a encDat aCbj = this. get Encrypt edDat aDoc(this.encld,
" CONTENT") ;
/1l Get XML Structure for <EncryptionMeht od> el enent.
Document encMet hodDoc = t hi s. get Encrypti onMet hodDoc(t hi s. al goNang) ;
/1l Get XML Structure for <Keylnfo> el enent.
Docunment encKeyl nf oDoc = this. get Keyl nfoDoc(this. keyNane);
/1 The node object is transformed into a string.
String plainData = this.getEl enent Cont ent (el ement Nane).trim);
/1 Method call to get encrypted and base 64 encoded dat a.
String base64ci pherData = this. get Encrypt edDat a(pl ai nDat a) ;
/1l Get XML Structure for <C pherData> el enent.
Docunent ci pher Dat aDoc = thi s. get C pher Dat aDoc( base64ci pher Dat a) ;
/1 Join these XM_. Structures.
encDat albj . addChi | d( encMet hodDoc) ;
encDat aQbj . addChi | d( encKeyl nf oDoc) ;
encDat aObj . addChi | d(ci pher Dat aDoc) ; / /
/1 Return the encrypted content as a Docunent type object.
Docunment encEl enent Doc = encDat aObj . get EncDat a() ;
/I Repl ace the specified elenent with its encrypted form
bool ean repstatus = fal se;
repstatus = repl aceCont ent (encEl enent Doc, el enent Nane) ;
return get String((Xm Docunent) cl ear Doc) ;
}/ 1 End encrypt El enent OF Xml Fi | e()

/1 This is where the actual JCA/JCE data encryption takes place.
public String getEncryptedData(String data) {
String clearData = new String(data);
String ci pher Dat aBase64 = nul | ;
try {
//padding the | ast byte with "
int pad = cl earData.l ength()%;
for(int i=0;i<(8-pad);i++)
clearData += " ";
/! Creating a G pher Object.
Ci pher cipherObj =
Ci pher. get | nst ance(t hi s. al goNanme+"/ CBC/ NoPaddi ng") ;
/1 Initializing the G pher Object in encryption node.
ci pher Qoj . i ni t (G pher. ENCRYPT_MODE, t hi s. encKey) ;
/!l Retreiving the IV
byte [] iv = cipherQbj.getlV();
/1 Ci phering the clear text.
byte[] cipherTenp = ci pher Obj. doFi nal (cl earDat a. get Bytes());
//Prefixing the |V to the cipher string to produce ci pherData




int ivlen = iv.length;
int cTlen = cipherTenp. | engt h;
int cDlen = ivlen+cTlen ;

byte [] cipherData = new byte[cD en];

/] First 8 bytes are |V bytes

for (int i=0;i<ivlen;i++)
cipherData[i] = (byte)iv[i];

/'l Rest of the bytes are cipher bytes

for (int i=ivlen;i<cD en;i++)

ci pherData[i] = (byte)cipherTenp[i-8];

// Base 64 encodi ng of ci pherData

ci pher Dat aBase64 = get Base64Encoded(ci pher Dat a) ;

catch (Exception e) {

System out . println("Problemin getEncryptedData()");

e.printStackTrace();

}
return ci pher Dat aBase64;

}// End get Encrypt edDat a()

/Il Decrypting the XM Encrypted file
public String getDecryptedData(String encString) {
String decString = "UNDER DEVELOPMENT";

try {

obj ect

//get the encrypted XM_ file string parsed into a Docunent

Byt eArrayl nput Stream bai s = new Byt eArrayl nput St ream
(encString.getBytes());
Docunent encDoc = docBui | der. par se(bai s);
//Get a list of all the EncryptedData tags
NodeLi st nl = encDoc. get El enent sByTagNane(" Encrypt edDat a") ;
//Load, decrypt and repl ace
// each EncryptedData tag in the Docunent object
for(int i=0;i<nl.getLength();i++) {
// Loadi ng an el enent
Node edata = nl.iten(i);
[/ Extracting the values of Algorithm KeyNaneg,
/| Type(of encryption) and G pher Val ue
String algo = null;
String keynane = null;
String encType = nul | ;
String ciphervalue = null;
//Setting the val ues
edat a. normal i ze();
//Setting the val ue of encType
encType = edata.getAttri butes().get Nanedlten(" Type")
. get NodeVal ue();
//Setting the val ues of the remaining paraneters
NodeLi st al goNL = edat a. get Chi | dNodes() ;
for(int j=0;]j<al goNL.getLength();j++) {
//Setting the val ue of al go
if(algoNL.itemn(j).getNodeNane().equal s
("Encrypti onMet hod"))
al go =

al goNL.iten(j).getAttributes().

get Nanmedl t em( " Al gori t hni") . get NodeVal ue() ;

i f(algoNL.item(j).get NodeNanme()

al goNL. i ten(j).get Chi | dNodes();

//Setting the value of keynane

.equal s("ds: Keyl nfo")) {

NodeLi st knNL =

for(int k=0; k<knNL. getLengt h(); k++)




{

i f (knNL. i t enm( k) . get NodeNane() . equal s
(" KeyNane"))
keyname =
(knNL. i tem(k).getFirstChild().

get NodeVval ue());
}
}

//Setting the val ue of cipherval ue

if(algoNL.iten(j).get NodeNane().equal s("Ci pherData")) {
NodelLi st cvNL =
al goNL. i ten(j).get Chil dNodes();

{
i f(cvNL.itenm(v).get NodeNane().equal s

for(int v=0;v<cvNL.getLength(); v++)

(" G pher Val ue"))
ci pherval ue =
(cvNL.item(v)

.getFirstChild().getNodeVal ue());

}

if (al go.equals
("http://ww.w3. org/ 2001/ 04/ xm enc#tri pl edes-
cbc"))
al go = "DESede";
/I Reading the key file and generating/setting decKey
t hi s. gener at eDecKey( keynane, al go);
/I Decrypt the cipher
String dechit =
Decrypt (ci pherval ue, t hi s. decKey, al go).trim);
/I Repl acement Logic
[/ For replacing an entire XM_ file
i f (encType. equal s(
"http://ww.isi.edu/in-notes/ianalassi gnnents/ nedi a-
types/text/xm "))
decString = dechit;
/I Decrypt ed el ement repl acenent
el se

i f (encType. equal s("http://ww. w3. or g/ 2001/ 04/ xm enc#El enent ")) {
try {
byte [] a = dechit.getBytes();
Byt eArrayl nput St r eam bai s2 =
new Byt eArrayl nput St rean a) ;
Docurment decdoc =
docBui | der. parse( bai s2);
Node decNode =
encDoc. i nport Node

(decdoc. getFirstChild(), true);

edat a. get Par ent Node() . r epl aceChi | d( decNode, edat a) ;

catch(org. xm . sax. SAXPar seExcepti on spe) {
Text decText =
encDoc. cr eat eText Node(dechi t);

edat a. get Par ent Node() . repl aceChi | d(decText, edat a) ;




}

decString = (getString((Xm Docunent)encDoc));
}
/| Decrypted content replacenent
el se if(encType. equal s

("http://ww. w3. org/ 2001/ 04/ xm enc#Cont ent "))

try {
/'l Works if the content is a single
child el ement.
byte [] a = dechit.getBytes();
Byt eArrayl nput St ream bai s2 =
new Byt eArrayl nput St rean{ a) ;
Docunent decdoc =
docBui | der . par se(bai s2);
Node decNode =
encDoc. i npor t Node
(decdoc. get Fi rst Chi l d(),
true);

edat a. get Par ent Node() . r epl aceChi | d( decNode, edat a) ;
}
catch(org. xm . sax. SAXPar seExcepti on spe) {
//1n case the content is plain text
//or a group of child elenents
Text decText =
encDoc. cr eat eText Node(dechi t);

edat a. get Par ent Node() . repl aceChi | d(decText, edat a) ;

}
decString = (getString((Xm Docunent)encDoc));

}

cat ch(Exception e) {
e.printStackTrace();
}

return decString;
}/1 End get Decrypt edDat a()

/1 This is where the actual JCA/ JCE data decryption takes place.
private String Decrypt(String encString, Key decKey, String al go) {
/1 Decodi ng the Base 64 Encoded |V+ci pher String into a byte array
byte[] g = getBase64Decoded(encStri ng);
int glen = g.length;
/! Separating the IV fromthe byte array
byte [] iv = new byte[8];
for(int t=0;t<8;t++)
iv[t] = g[t];
/| Separating the cipher fromthe byte array
byte [] Enc = new byte[glen-8];
for(int p=8;p<gl en; p++)
Enc[p-8] = g[p];
/1 This will hold the decrypted String
String decString = null;
/1l Decrypting the cipher and setting decString:
try {
| vPar anet er Spec i vps = new | vPar anet er Spec(i Vv);
Al gori t hnPar anet ers aparam =
Al gori t hnPar anet er s. get | nst ance(al go) ;
aparaminit (ivps);
Ci pher ci pher®j = C pher. getlnstance(al go+"/ CBC/ NoPaddi ng") ;




ci pher Qj . i ni t (Ci pher. DECRYPT_MODE, decKey,
decString = new String(ci pher Obj . updat e( Enc)

}

cat ch(Exception e) {
System out . println("Problemin Decrypt()");
e.printStackTrace();

}

return decString;

}/ /1 End Decrypt ()

/| Base 64 Encoding a byte array and returning it as a String
private String get Base64Encoded(byte[] plainText) {
String encoded = null;
try {
Byt eAr r ayQut put St r eam baos = new Byt eArrayCu
Base64Qut put St r eam out = new Base64Qut put Stre
out.wite(plainText);
out . cl ose();
String encText = new String(baos.toByteArray
baos. cl ose() ;
encoded = encText;
}
cat ch(Exception e) {
e.printStackTrace();
}

return encoded;
}// End get Base64Encoded()

/| Base 64 Decoding a String and returning it as a byte array
private byte[] get Base64Decoded(String codedText) {

String ct = codedText;

int lenEnc = ct.length();

int |enDec = 0;

/1 To calculate the nax size of the decoded byte arr
if (ct.charAt(lenEnc-1) == "'=")
if (ct.charAt(lenEnc-2) =="=") {
| enDec = ((lenEnc-4)* 3/4);
| enDec = ((lenDec - (| enDec/
}
el se {
| enDec = ((lenEnc-4)* 3/4);
| enDec = ((lenDec - (| enDec/
}
el se {
| enDec (lenEnc * 3/4);

| enDec (l enDec - (IlenDec/77));

byte [] decoded = new byte[l enDec];
try {

Byt eArrayl nput St ream bai s = new

Byt eArrayl nput St rean{ ct. get Bytes());

apar anj ;
IE

t put Stream() ;
am( baos, true);

0);

ay

77))+1);

7)) +2);

Base64l nput Stream i n = new Base64l nput St r ean( bai s) ;

i n. read(decoded) ;
in.close();

cat ch(Exception e) {
e.printStackTrace();
}

return decoded;
}// End get Base64Decoded()

/1 To generate the named Key Object and to set the decryption key




private void generateDecKey(String keynanme, String al go) {
try {

Fi | el nput Stream dkFI'S = new Fi | el nput St r eam( keynane) ;

byte [] dk = new byte[ dkFI S. avail abl e()];

dkFI S. read( dk) ;

dkFI S. cl ose();

/'l Generating/setting the decryption key.

try {
Secr et KeyFactory keyFactory =

Secr et KeyFact ory. get | nst ance( al go) ;

DESedeKeySpec dkSpec = new DESedeKeySpec( dk);
Secret Key sKey = keyFactory. gener at eSecr et (dkSpec) ;
t hi s. set DecKey( sKey) ;

catch(Exception e) {
System out . println("Unabl e to generate/set the
decryption key.");
e.printStackTrace();
}

cat ch(Exception e) {
System out. println("Unable to set the decryption key.");
e.printStackTrace();

}
}/1 End generat eDecKey()

/I Repl ace the specified element with the encrypted data el enent
private bool ean repl aceEl enent (Docunent edDoc, String el ement Name) {
bool ean i sRepl aced = fal se;
try {
Node cl ear Node = this. getCl ear Node( el ement Nane) ;
Node par ent Node = cl ear Node. get Par ent Node() ;
Node edNode = cl ear Doc. i nport Node( edDoc. get Fi rst Chil d(),
true);
par ent Node. r epl aceChi | d( edNode, cl ear Node) ;
i sSRepl aced = true;

cat ch( Exception e) {
i sRepl aced = fal se;
System out . println("\nRepl acenent Failed.");
e.printStackTrace();
}
return isRepl aced;
}/ 1 End repl aceEl ement ()

/I Repl ace the specified elenent's content with the encrypted data el ement
private bool ean repl aceCont ent (Docunent edDoc, String el ement Name) {
bool ean i sRepl aced = fal se;
try {
i f (renoveAll Chil dNodes(el ement Nane)) {
Node parent Node = this. get Cl ear Node( el ement Nane) ;
//1mporting the encryptedData Node
Node edNode =
cl ear Doc. i npor t Node( edDoc. get Fi rst Child(), true);
/1 Appendi ng to an al ready enpty parent Node
par ent Node. appendChi | d( edNode) ;
i sRepl aced = true;

el se
System out . printl n(
"Child nodes not renoved; replacenent did not




initiate.");

}

cat ch(Exception e) {
i SRepl aced = fal se;
System out . println("\nContent replacenent failed.");
e.printStackTrace();

}

return i sRepl aced;

}/ 1 End repl aceCont ent ()

/] Search the docunment tree and return the specified el ement as a Node Object.
private Node get El ement (Docunent doc, String el enent Nane) {

NodelLi st nLi st = doc. get El ement sByTagNane( el enent Nane) ;

Node t heNode = nList.iten(0);

return theNode;
}/1 End getEl ement () ;

/1 Get a clear node by its el ement nane
private Node get C ear Node(String el enent Nane) {

return get El enent (this.clearDoc, el enentNang);
}// End get Cl ear Node()

/1 Get a clear node's content by its el enent nanme
public String getEl ement Content (String el enent Nane) {
String el enent Content = new String();
NodeLi st nl = this.getC ear Node(el ement Nane) . get Chi | dNodes() ;
for(int i=0;i<nl.getLength();i++)
el enent Content += (nl.item(i)).toString().trim);
return el enent Content;
}/ 1 End set El enent Cont ent ()

/I Renove all the child nodes of clearNode
private bool ean renoveAl | Chi| dNodes(String el enent Name) {
bool ean renoved = fal se;
Node cl ear Node = this. getd ear Node( el ement Nang) ;
try {
whi | e( cl ear Node. hasChi | dNodes()) {
NodeLi st t = cl ear Node. get Chi | dNodes() ;
/1 Renoving a child Node
cl ear Node. renmoveChi I d(t.item(0));
Y}/ /Al children renoved
removed = true;

cat ch(Exception e) {
renoved = fal se;
e.printStackTrace();
}
return renoved,;
}/ /1 End renoveAl | Chi | dNodes()

/1 Get the new Docunent object for Docunent Buil der
pri vate Document get NewDocurment () {
if (docBuilder != null)
return docBuil der. newbDocunent () ;
el se
return null;

/1 Returns the EncryptedData object.




publ i c Encrypt edDat a get Encrypt edDat aDoc(String Id, String encType) {
Encrypt edDat a ed = new Encrypt edDat a(t hi s. get NewDocunent () ) ;
ed.setld(ld);
if (encType. equal s(" DOCUMENT"))
ed. set Type( Al goNanes. DOCUVENT) ;
if (encType. equal s("ELEMENT"))
ed. set Type( Al goNanes. ELEVENT) ;
if (encType. equal s(" CONTENT"))
ed. set Type( Al goNanes. CONTENT) ;
return ed;
}/ 1 End get Encrypt edDat aDoc()

/1 Returns the <EncryptionMehtod> structure.
publ i ¢ Docunent get Encrypti onMet hodDoc (String al goNane) {
Encrypti onMet hod em = new Encrypti onMet hod(t hi s. get NewDocunent ());
i f (al goNane. equal s(" DESede"))
em set Al gorit hm( Al goNanes. TRI PLE_DES) ;
return em get EncMet hod() ;
}/ 1 End get Encrypti onMet hodDoc()

/'l Returns the <Keylnfo> structure.
publ i c Docunent get KeylnfoDoc (String keyNane) {

Generi cKeylnfo ki =

new Ceneri cKeyl nfo(this. get NewDocunent (), "ds",
Al goNanes. XM__DSI G ;

ki . set KeyNanme( keyNane) ;

return ki.getKeylnfo();
}// End get Keyl nf oDoc()

/1 Returns the <C pherData> structure.

publ i c Docunent get C pherDataDoc (String data) {
C pherData cd = new C pherDat a(this. get NewDocurnent ());
cd. set Val ue(dat a) ;
return cd. get C pherDat a();

}// get G pher Dat aDoc()

// Convert an Xm Docunent type object into a String
public String getString(Xm Docunment xm doc) {
String Docunent AsString = nul | ;
try {
Byt eArr ayQut put St r eam bos = new Byt eArrayCQut put Stream() ;
xm doc. wri t e(bos);
Docunment AsString = bos.toString();

cat ch(Exception e) {
e.printStackTrace();
}

return Docunent AsStri ng;
}/ /1 End getString()

/I Convert a Docunent type object into a String
/1 The out put string does not contain initial encoding tags
public String getString(Document doc) {

String Docunent AsString = nul | ;

try {

i f (doc.getFirstChild().getNodeNanme().equal s("#coment")) {
Docunent AsString = "<!--
"+doc. get Fi rst Chi | d() . get NodeVal ue() +
"-->\n\n";
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